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             Selection of Service Provider for Conducting Vulnerability Assessment and penetration 

Testing of Internet Facing Applications and Infrastructure RFP Ref: BCC:CISO:11:112/167 

dated 29th June 2020 
  

 

S.No Clause in RFP Clarification / Changes made 

1 Section : 1.4 VAPT activities 
 

VAPT should be comprehensive but 
not limited to following activities:  

 Network Scanning  

 Port Scanning  

 System Identification & Trusted 
System Scanning  

 Vulnerability Scanning  

 Malware Scanning  

 Spoofing  

 Scenario Analysis  

 Application Security Testing & Code 
Review  

 OS Fingerprinting  

 Service Fingerprinting  

 Access Control Mapping  

 Denial Of Service (DOS) Attacks 

 DDOS Attacks 

 Authorization Testing  

 Lockout Testing  

 Password Cracking  

 Cookie Security  

 Functional validations  

 Containment Measure Testing  

 War Dialing  

 DMZ Network Architecture Review  

 Firewall Rule Base Review  

 Server Assessment (OS Security 
Configuration)  

 Security Device Assessment  

 Network Device Assessment  

Section : 1.4 VAPT activities 
 

VAPT should be comprehensive but not 
limited to following activities for the 
application and related infrastructure 
under audit:  

 Network Scanning  

 Port Scanning  

 System Identification & Trusted System 
Scanning  

 Vulnerability Scanning  

 Malware Scanning  

 Spoofing  

 Scenario Analysis  

 Application Security Testing & Code 
Review ( Client Facing) 

 OS Fingerprinting  

 Service Fingerprinting  

 Access Control Mapping  

 Denial Of Service (DOS) Attacks 
vulnerability 

 DDOS Attacks vulnerability 

 Authorization Testing  

 Lockout Testing  

 Password Cracking  

 Cookie Security  

 Functional validations  

 Containment Measure Testing  

 DMZ Network Architecture Review  

 Firewall Rule Base Review  

 Server Assessment (OS Security 
Configuration)  

 Security Device Assessment  
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 Database Assessment 

 Website Assessment (Process)  

 Vulnerability Research & 
Verification  

 IDS/IPS review & Fine tuning of 
Signatures  

 Man in the Middle attack 

 Man in the browser attack 

 Any other attacks  

 Compliance of Regulatory 
guidelines/Advisories: Successful 
Bidder shall perform VAPT and also 
ensure that regulatory guidelines 
issued by various bodies such as 
Cert-In, NCIIPC, RBI-CSITE, NPCI 
etc. are followed. 

 Network Device Assessment  

 Database Assessment 

 Website Assessment (Process)  

 Vulnerability Research & Verification  

 IDS/IPS review & Fine tuning of 
Signatures  

 Man in the Middle attack 

 Man in the browser attack 

 Any other attacks  

 Compliance of Regulatory 
guidelines/Advisories: Successful 
Bidder shall perform VAPT and also 
ensure that regulatory guidelines issued 
by various bodies such as Cert-In, 
NCIIPC, RBI-CSITE, NPCI etc. are 
followed. 

 
 

2 [A] Important Dates: 

 Last Date of Submission of RFP 

Response (Closing Date)  

14:30 hours IST  on 21st July 2020 

 

Eligibility Cum Technical Bid 

Opening Date 

15:00 hours IST on 21st July 2020 
 
Bank Of Baroda, Baroda Corporate 

Centre, C-26, G-Block, Bandra Kurla 

Complex, Mumbai – 400 051 

Last Date of Submission of RFP 

Response (Closing Date)  

14:30 hours IST  on 21st July 2020 

 

1. Bidders will be required to submit their 

Eligibility and Technical bids with all 

documents as attachment on email 

2. Commercial bid will be emailed as a 

separate pdf attachment, which will be 

password protected. 

3. The Bank will seek password of 

commercial bid on email from only 

those bidders who qualify on Eligibility 

and Technical grounds as mentioned in 

RFP 

4. Bidders are strictly advised not to share 

the password for Commercial bid along 

with their submissions 

5. Eligibility cum Technical Bid opening will 

be held online on TEAMS 
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6. Presentation will be held online on 

TEAMS 

7. All bids should be e-mailed to  

 

nilesh.shaw@bankofbaroda.com 

 

 Commercial Bid 

The commercial bids of only those 

Bidders who qualify in both eligibility 

and technical evaluation will be opened. 

The date for opening of the commercial 

bid would be communicated separately 

to the technically eligible Bidders. 

Commercial Bid 

The commercial bids of only those Bidders 

who qualify in both eligibility and technical 

evaluation will be opened. The date for 

opening of the commercial bid would be 

communicated separately to the technically 

eligible Bidders. 

1. Commercial bid should be emailed as a 

separate pdf attachment, which must 

be password protected. 

2. The Bank will seek password of 

commercial bid on email from only 

those bidders who qualify on Eligibility 

and Technical grounds as mentioned in 

RFP 

3. Bidders are strictly advised not to share 

the password for Commercial bid along 

with their submissions 

4. Commercial bid opening will be done 

online on TEAMS 

5. All bids should be e-mailed to  

nilesh.shaw@bankofbaroda.com 

 Application Money 

Rs. 10,000/- (Rupees Ten Thousand 
only) 

 

Application Money 

Rs. 10,000/- (Rupees Ten Thousand only) 

To be deposited in the account through 
NEFT as per details : 

A/c Name – BCC Office admin & Security 
A/C No – 29040400000417 
IFSC Code – BARB0BANEAS ( Please 
note – Zero at fifth character) 

 Bid Security (Earnest Money 

Deposit) 

Bid Security (Earnest Money Deposit) 

mailto:nilesh.shaw@bankofbaroda.com
mailto:nilesh.shaw@bankofbaroda.com
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Rs. 1,00,000/- (Rupees One Lakh Only) Rs. 1,00,000/- (Rupees One Lakh Only) 

To be deposited in the account through 
NEFT as per details : 

A/c Name – BCC Office admin & Security 
A/C No – 29040400000417 
IFSC Code – BARB0BANEAS ( Please 
note – Zero at fifth character) 

 
All other Terms & Conditions are same as per our RFP No  BCC:CISO:11:112/167 dated 29th 
June 2020 for Request for Proposal for Selection of Service Provider for Conducting 
Vulnerability Assessment and penetration Testing of Internet Facing Applications and 

Infrastructure. 
 
 

************************************ 
 
 
 


