
 

 
 

 

 

 
 
 
 
 

 
 
 
 
 
 
 

Request for Proposal (RFP) for Selection of 

service provider for Renewal of IBM Enterprise 

Licenses till 31st December 2024 
 
 
 
 

Bank of Baroda 
 

 
 
 
 

 

 RFP/Tender ref. No.: GEM/2023/B/4330128 
12th December 2023 

 

 
  



 

Selection of service provider for Renewal of IBM Enterprise 
Licenses till 31st December 2024 

 

Tender No. GEM/2023/B/4330128 

Tender Date: 12th December, 2023 

  

Bank of Baroda              Page 2 of 38 

 

[A] Important Dates: 

A.1 Tender No. GEM/2023/B/4330128 

A.2 Date & Time of Viewing Tender 03:00 PM on 12th December 2023 

A.3 Date of Pre - Bid Meeting 03:00 PM on 19th December 2023 

A.4 Pre–Bid Meeting details o Pre bid meeting will be held online through 
Bank’s Online Meeting Platform (i.e. 
Microsoft Teams) 

o Bidder to submit a maximum of -2- 
participant’s names, contact numbers, 
designations and e-mail IDs on 
rfp.it.procurement@bankofbaroda.com 
along with pre-bid clarification. 

o Meeting invite Link will be sent by the Bank 
to bidder’s provided email IDs to join the 
Online Meeting as per the schedule 
mentioned above.   

Bidder representatives will have to click the 
Bank provided link (provided in the e-mail) to 
join the On-Line Pre-bid meeting. 
 

A.5 Last Date & Time of Submission 
of Bids 

03:00 PM on 02nd January 2024 

A.6 Date & Time of opening of Part-I 
Eligibility Bid (Pre-Qualification) 

03:30 PM on 02nd January 2024 

A.7 Date & Time of opening of 
Commercial Bid 

To be communicated later 

A.8 Earnest Money Deposit Rs. 15,00,000 (Rupees Fifteen Lakh only) 

A.9 Website Address for online 
submission of bids 
(technical as well as commercial 
bids) 

Bid must be submitted online in 
GEM Portal 

A.10 Website Address for opening of 
bids 

GEM Portal 

A.11 Contact Details of GEM portal 
helpdesk/Support Team 

helpdesk-gem@gov.in 
1800-419-3436; 1800-102-3436 

A.12 RFP Coordinator Name, Contact 
details (Bank) 

1. Mrs. Kanchana Rani, Officer (IT)  
2. Contact No. - 022-6845-0843  
3. Email: rfp.it.procurement@bankofbaroda.co.in  
Postal Address: The Chief Manager (IT 
Procurement), Bank of Baroda, 603-604, 6th 
Floor, Kohinoor Square, N.C. Kelkar Marg, 
R.G. Gadkari Chowk, Shivaji Park, Mumbai – 

mailto:rfp.it.procurement@bankofbaroda.com
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400028.  

[B] Important Clarifications: 

Following terms are used in the document interchangeably to mean: 

1. Bank, BOB means ‘Bank of Baroda’ 

2. Recipient, Respondent, Vendor, Bidder, SI means the respondent to the RFP 
document 

3. RFP means the Request for Proposal document 

4. OEMs means “Original Equipment Manufacturers” 

5. Proposal, Bid means “Response to the RFP Document” 

6. Tender means RFP response documents prepared by the vendor and submitted to 
Bank of Baroda 

Please note: 
I. Any bidder from a country which shares a land border with India will be eligible to bid 

in this tender only if the bidder is registered with the Competent Authority. 

II. Bidders having Transfer of Technology (ToT) arrangement in sensitive technologies 
(as defined in point VIII) with an entity having beneficial ownership from land border 
sharing countries will also require mandatory approval of Competent Authority for 
participation in this bid. 

III. “Bidder” (including the term ‘tenderer’, ‘consultant’ or ‘service provider’ in certain 
contexts) means any person or firm or company, including any member of a consortium 
or joint venture (that is an association of several persons, or firms or companies), every 
artificial juridical person not falling in any of the descriptions of bidders stated 
hereinbefore, including any agency branch or office controlled by such person, 
participating in a procurement process. 

IV.  “Bidder from a country which shares a land border with India” for the purpose of this 
Order means: - 

a. An entity incorporated, established or registered in such a country; or 

b. A subsidiary of an entity incorporated, established or registered in such a country; 
or 

c. An entity substantially controlled through entities incorporated, established or 
registered in such a country; or 

d. An entity whose beneficial owner is situated in such a country; or 

e. An Indian (or other) agent of such an entity; or 

f. A natural person who is a citizen of such a country; or 

g. A consortium or joint venture where any member of the consortium or joint venture 
falls under any of the above 

V. The beneficial owner for the purpose of (iii) above will be as under: 

1. In case of a company or Limited Liability Partnership, the beneficial owner is the 
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natural person(s), who, whether acting alone or together, or through one or more 
juridical person, has a controlling ownership interest or who exercises control through 
other means. 

Explanation— 

a. “Controlling ownership interest” means ownership of or entitlement to more than 
twenty-five per cent, of shares or capital or profits of the company; 

b. “Control” shall include the right to appoint majority of the directors or to control 
the management or policy decisions including by virtue of their shareholding or 
management rights or shareholders agreements or voting agreements; 

2. In case of a partnership firm, the beneficial owner is the natural person(s) who, 
whether acting alone or together, or through one or more juridical person, has 
ownership of entitlement to more than fifteen percent of capital or profits of the 
partnership; 

3. In case of an unincorporated association or body of individuals, the beneficial owner 
is the natural person(s), who, whether acting alone or together, or through one or 
more juridical person, has ownership of or entitlement to more than fifteen percent of 
the property or capital or profits of such association or body of individuals; 

4. Where no natural person is identified under (1) or (2) or (3) above, the beneficial 
owner is the relevant natural person who holds the position of senior managing 
official; 

5. In case of a trust, the identification of beneficial owner(s) shall include identification 
of the author of the trust, the trustee, the beneficiaries with fifteen percent or more 
interest in the trust and any other natural person exercising ultimate effective control 
over the trust through a chain of control or ownership. 

VI. An Agent is a person employed to do any act for another, or to represent another in 
dealings with third person. 

VII. The successful bidder shall not be allowed to sub-contract works to any contractor 
from a country which shares a land border with India unless such contractor is 
registered with the Competent Authority. 

VIII. For Bidders having Transfer of Technology (ToT) arrangement with entities having 
beneficial ownership in land border sharing countries; following seven technologies 
are considered as sensitive technologies: 
1. Additive Manufacturing (e.g. 3D Printing) 
2. Any equipment having electronic programmable components or autonomous   

systems (e.g. SCADA systems) 
3. Any technology used for uploading and streaming of data including 

broadcasting, satellite communication etc. 
4. Chemical Technologies 
5. Biotechnologies including Genetic Engineering and Biological Technologies 
6. Information and Communication Technologies 
7. Software 
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A. BRIEF PROJECT REQUIREMENT 

Bank will award the contract to the successful bidder and the bidder should renew the 
IBM Enterprise Licenses (as mentioned in the below table) till 31st December 2024. 

Part Description Part No. Qty. to be 
Renewed 

IBM WebSphere Application Server Processor Value Unit 
(PVU) SW Subscription & Support  

E025QLL 1,960 

 IBM Security Key Lifecycle Manager for RAW Decimal 
Terabyte Storage Resource Value Unit SW Subscription & 
Support  

E0PL5LL 278 

 IBM Spectrum Scale Standard Edition Server license 
Socket SW Subscription & Support  

- 4 

 IBM WebSphere Application Server Network Deployment 
Processor Value Unit (PVU) SW Subscription & Support  

E025SLL 5,880 

 IBM License Metric Tool Establishment SW Subscription & 
Support  

E027NLL 1 

 IBM MQ High Availability Replica Processor Value Unit 
(PVU) SW Subscription & Support  

E0ALULL 6,650 

 IBM MQ Processor Value Unit (PVU) SW Subscription & 
Support  

E0256LL 11,200 

IBM WebSphere Application Server Network Deployment 
Processor Value Unit (PVU) Annual SW Subscription & 
Support Renewal 

E025SLL 560 

IBM Datacap Authorized User Value Unit Annual SW 
Subscription & Support Renewal 

E0AXTLL 18 

IBM Datacap Enterprise Edition Add-On Authorized User 
Value Unit Annual SW Subscription & Support Renewal  

E0EHILL 18 

IBM Case Manager Processor Value Unit Annual SW 
Subscription & Support Renewal 

E0IDPLL 560 

IBM Case Manager for Non Production Environment 
Processor Value Unit Annual SW Subscription & Support 
Renewal 

E0IEFLL 140 

IBM Business Automation Workflow Enterprise Virtual 
Processor Core License + SW Subscription and Support  

D27V2LL 
 

103 

B. BID SUBMISSION DETAILS 

The bidder needs to submit their bid only through GEM Portal, link provided in 
Annexure – 01. No offline/documented bid submission will be accepted in any case. 

Following documents needs to be furnished by the vendor as part of bid submission. 

1. Pre-Qualification Bid 

2. Commercial Bid 

A. Pre-Qualification Bid Content 

a) Valid documentary Proof stating that the vendor is the authorized partner of IBM 
strictly as per Annexure - 02. 
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B. Commercial Bid Content 

b) Commercial Bid should be strictly as per commercial bid format as per Annexure - 
03. (please don’t mention prices in handwriting, else bid may be rejected) 

Bidders are expected to strictly follow the submission guidelines as per above 
& not to submit any other irrelevant document viz. balance sheet, 
company/product brochures etc. as part of bid submission other than as 
mentioned above. In absence of non-submission of documentary proof for 
authorized partnership bank may on its own discretion may reject the bid. 

C. Bid Security (Earnest Money Deposit) 

Bidders are required to give an earnest money deposit of an amount as mentioned in 
“[A] Important Dates” at the time of submission of the technical bid. The proof of same 
is to be submitted while opening of eligibility cum technical bid, failing of which the bid 
of the concerned bidder may be rejected. Bid Security (Earnest Money Deposit)” shall 
be paid through electronic mode or a Bank Guarantee (Annexure 05) of an equal 
amount issued by a Commercial Bank (other than Bank of Baroda) located in India. 
This Bid-security is valid for 8 months and to be submitted through the electronic mode 
to the below mention account. The details of the account are as under. 

 Account Number-29040400000417 

 Account Name – Bank of Baroda  

 Branch- BKC, Mumbai  

 IFSC- BARB0BANEAS. 

Non-submission of Earnest Money Deposit in the format prescribed in RFP will lead 
to outright rejection of the Offer. The EMD of unsuccessful bidders will be returned to 
them on completion of the procurement process. The EMD (Earnest Money Deposit) 
of successful bidder(s) will be returned on submission of Performance Bank 
Guarantee / security deposit. No interest shall be paid on Bid security money deposit 
to unsuccessful Bidders. 

The amount of Earnest money deposit would be forfeited in the following scenarios: 

a. In case the bidder withdraws the bid prior to validity period of the bid for any 

reason whatsoever. 

b. In case of the successful bidder, if the bidder fails or refuses to accept and sign 

the contract as specified in this document within 1 month of issue of contract 

order/letter of intent for any reason whatsoever; or 

 Fail To provide the performance guarantee within 30 days from the purchase 

order date, for any reason whatsoever. 

 To comply with any other condition precedent to signing the contract specified 

in the RFP documents. 

Exemption for application money and EMD amount: 

Exemption from submission of EMD shall be given to bidders, who are Micro, Small 
Enterprises (MSE) / Startups. The bidders who are MSE have to submit necessary 
document issued by Ministry of MSME Govt of India and the bidders who are startups 
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have to be recognized by Department for Promotion of Industry and Internal Trade 
(DPIIT) to avail the exemption. To qualify for EMD exemption, firms should necessarily 
enclose a valid copy of registration certificate issued by Ministry of MSME Govt of 
India / DPIIT which are valid on last date of submission of the tender documents along 
with "Bid Security Declaration" accepting that if they withdraw or modify their bids 
during period of validity etc., they will be suspended for the time specified in the tender 
document. MSE/Startup firms which are in the process of obtaining MSME / DPIIT 
certificate will not be considered for EMD exemption. 

D. EVALUATION METHODOLOGY 

Bank will evaluate the commercials of only those vendors who have submitted valid 
documentary proof authorizing them as partner of IBM as per Annexure-2. The vendor 
quoting the lowest commercial shall qualify as the L1 vendor. The vendor is expected 
not to add any conditions / deviations in the commercial bid. Any such conditions / 
deviations may make the bid liable for disqualification. 

Rate quoted should be inclusive of all taxes, duties, levies etc. except GST which will 
be paid extra.  

E. NORMALIZATION OF BIDS  

The Bank will go through a process of evaluation and normalization of the bids to the 
extent possible and feasible to ensure that vendors are more or less on the same 
ground of evaluation. After the normalization process, if the Bank feels that any of the 
bids needs to be normalized and that such normalization has a bearing on the price 
bids; the Bank may at its discretion ask all the empanelled vendors to resubmit the 
commercial bids once again for scrutiny. The Bank can repeat this normalization 
process at every stage of bid submission or till the Bank is satisfied. The vendors 
agree that they have no reservation or objection to the normalization process and all 
the vendors will, by responding to this tender, agree to participate in the normalization 
process and extend their co-operation to the Bank during this process. The vendors, 
by submitting the response to this tender, agree to the process and conditions of the 
normalization process.  

F. OTHER TERMS 

Please note that any response which does not provide any / all of the information in 
the specified formats shall be rejected and the Bank shall not enter into any 
correspondence with the vendor in this regard.   

The Bank reserves the right to accept or reject the tender in whole or in parts without 
assigning any reason thereof. The bank’s decision will be final and the bank will not 
entertain any correspondence in this regard. Bank will not assume any responsibility 
in case of delay or non-delivery of responses by post, courier, etc. within the stipulated 
time.  

Mere response to the tender will not entitle nor confer any right on the vendors for 
supply/sale to the bank. 

Those vendors who do not fulfill any one of the required specifications and not meeting 
other criteria will not be considered.  

As per Govt. guideline dated 12.10.2023, following clause will be applicable: 
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 In case the bidding company/ firm is hived off from the demerged company, the 
experience, eligibility etc. as per the requirement of the RFP may be considered 
as of the demerged company, provided the demerged company doesn’t apply in 
the same RFP process and Novation / Other Relevant Agreement is in place. In 
that case, Relevant Novation / Other Relevant Agreement need to be submitted.  

Service Provider shall provide Police verification report of all the resources deployed 
on the Bank of Baroda project on the Bank's premises within 1 month from the date of 
on boarding on the project. For subsequent deployment of resources during the 
contract period, on boarding of the resource to be done preferably after police 
verification, however not later than 1 month from the date of on boarding. 

G. PAYMENT TERMS 

The vendor will be eligible for 100% payment after successful renewal of Annual SW 
subscription & support of the IBM licenses and delivery of proof of entitlement (POE) 
from IBM. The payment will be released from IT Dept., BCC as per the payment terms 
on submission of related documents.  

The Bank will pay invoices within a period of 30 days from the date of receipt of 
undisputed invoices. Any dispute regarding the invoice will be communicated to the 
selected Vendor within 15 days from the date of receipt of the invoice. After the dispute 
is resolved, Bank shall make payment within 30 days from the date the dispute stands 
resolved. There shall be no escalation in the prices once the prices are fixed and 
agreed to by the Bank and the vendors. But any benefit arising out of any subsequent 
reduction in the prices due to reduction in duty & taxes after the prices are fixed and 
before the delivery should be passed on to the Bank. 

The Vendor must accept the payment terms proposed by the Bank. The commercial 
bid submitted by the vendors must be in conformity with the payment terms proposed 
by the Bank. Any deviation from the proposed payment terms would not be accepted. 
The Bank shall have the right to withhold any payment due to the vendor, in case of 
delays or defaults on the part of the vendor. Such withholding of payment shall not 
amount to a default on the part of the Bank. If any of the items / activities as mentioned 
in the price bid is not taken up by the bank during the course of the assignment, the 
bank will not pay the professional fees quoted by the vendor in the price bid against 
such activity / item. 

H. DELIEVERY TIMELINE 

All the IBM Enterprise licenses should be renewed within two days of placing purchase 
order with effective from due date of renewal. 

I. DOCUMENTATION 

Vendor will have to supply all necessary documents in English related to the IBM 
Licenses with their bid submission. 

J. FORCE MAJEURE  

Should either party be prevented from performing any of its obligations under this 
proposal by reason of any cause beyond its reasonable control, the time for 
performance shall be extended until the operation or such cause has ceased, provided 
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the party affected gives prompt notice to the other of any such factors or inability to 
perform, resumes performance as soon as such factors disappear or are 
circumvented.   

If under this clause either party is excused performance of any obligation for a 
continuous period of ninety (90) days, then the other party may at any time hereafter 
while such performance continues to be excused, terminate this agreement without 
liability, by notice in writing to the other. 

K. ARBITRATION 

In the event of a dispute or difference of any nature whatsoever between BOB and the 
vendor during the course of the assignment arising as a result of this proposal, the 
same will settled through the process of arbitration conducted by a Board of 
Arbitration.  This Board will be constituted prior to the commencement of the arbitration 
and will comprise of two arbitrators and an umpire.  BOB and Vendor will each 
nominate an arbitrator to the Board and these arbitrators will appoint the umpire.  
Arbitration will be carried out at BOB's office that placed the order. The provisions of 
Indian Arbitration Act 1996 shall apply to the Arbitration proceeding. 

L. INDEMNITY 

The vendor will indemnify, protect and save the Bank against all claims, losses, costs, 
expenses, action suits and other proceedings, resulting from infringement of any 
patent, trademarks, copyrights etc. in respect of the IBM License supplied by him. 

M. CONFIDENTIALITY 

The Vendor shall keep confidential any information obtained under the contract and 
shall not divulge the same to any third party without consent in writing by BOB.  In 
case of non-compliance of the confidentiality agreement, the contract is liable to be 
cancelled by BOB. Further, BOB shall have right to regulate vendor staff 

N. INFORMATION AND SECRECY 

The Vendor must provide a written undertaking to the bank to comply with the secrecy 
provision pursuant to provision of Banking Regulation Act, 1949 and other applicable 
laws. The Vendor will follow professional ethics and conduct in performing their duties. 
The Bank has right to terminate the services of the Vendor if it fails to comply with the 
conditions imposed.  The external and internal auditors of the bank will be given right 
to review the books and internal controls of the Vendor. Any weaknesses highlighted 
during the audit must be promptly rectified especially where such weaknesses may 
affect the integrity of the internal controls of the bank  

O. PUBLICITY 

The vendor shall not advertise or publicly announce that he is undertaking work for 
BOB without written consent of BOB.  

P. STANDARDS 

All standards to be followed will adhere to Bureau of Indian Standards (BIS) 
specifications or other acceptable standards. 
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Q. TERMINATION FOR DEFAULT  

The Bank, without prejudice to any other remedy for breach of Contract, by written 
notice of default sent to the Vendor, may terminate this Contract in whole or in part, if 
the Vendor fails to perform any obligation(s) under the Contract. 

In the event of the Bank terminating the Contract in whole or in part, the Bank may 
procure, upon such terms and in such manner, as it deems appropriate, services 
similar to those undelivered, and the Vendor shall be liable to the Bank for any excess 
costs for such similar services. 

R. AUDIT 

Vendor shall allow the Reserve Bank of India (RBI) or persons authorized by it to 
access BOB documents, records or transaction or any other information given to, 
stored or processed by Vendor in relation to the services hereunder within a 
reasonable time failing which Vendor will be liable to pay any charges/ penalty levied 
by RBI.  

Vendor should allow the Reserve Bank of India (RBI) to conduct audits or inspection 
of its Books and account with regard to BOB documents by one or more RBI officials 
or employees or other persons duly authorized by RBI. 

S. NO EMPLOYER EMPLOYEE RELATIONSHIP 

The Vendor or any of its holding / subsidiary / joint venture / affiliate / group / client 
companies / or any of their employees / officers / staff / personnel / representatives / 
agents / shall not under any circumstances be deemed to have any employer – 
employee relationship with the Bank or any of its employees / officers / staff / 
representatives / personnel / agents. 

T. AUTHORIZED SIGNATORY 

The Vendor shall indicate the authorized signatories who can discuss and correspond 
with the Bank, with regard to the obligations under the contract. The Vendor shall 
submit at the time of signing the contract (if any), a certified copy of the resolution of 
their Board, authenticated by Company Secretary/Director, authorizing an official or 
officials of the company or a Power of Attorney copy to discuss, sign 
agreements/contracts with the Bank. The Vendor shall furnish proof of signature 
identification for above purposes as required by the Bank.  
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Annexure 01 – E-Procurement Guidelines 
1. General Instructions  

i. Support Details for GeM Portal:  

Support details of Online Portal 
facilitator  

helpdesk-gem@gov.in  
1800-419-3436; 1800-102-3436  

ii. Downloading of Tender Document  
The tender document is uploaded / released on Govt GeM portal as mentioned above. 
Tender document and supporting documents may be downloaded from same link. 
Subsequently, bid has to be prepared and submitted ONLINE ONLY as per the schedule 
given in Notice Details. The Tender document will be available online only. Tender 
document will not be sold / issued manually.  
Only those tender offers shall be accepted for evaluation Earnest Money Deposit (EMD) 
is deposited as per the terms mentioned in this RFP.  
iii. Preparation & Submission of Bids  
The bids (Pre-Qualification, Eligibility, Technical as well as Commercial) shall have to 
be prepared and subsequently submitted online only. Bids not submitted “ONLINE” or 
by any other mean shall be summarily rejected. No other form of submission shall be 
permitted.  

iv. Do’s and Don’ts for Bidder  
Registration process for new Bidders should be completed within first week of 
release of tender.  

Govt GeM portal is opened for upload of documents from the start of the bid 
submission date. Hence bidders are advised to start the process of upload of bid 
documents well in advance.  

  
 Bidders have to prepare for submission of their bid documents online well in 
advance as  

The encrypt/upload process of soft copy of the bid documents large in number 
to GeM portal may take longer time depending upon bidder’s infrastructure and 
connectivity.  

To avoid last minute rush & technical difficulties faced by bidders in 
uploading/submission of bids, bidders are required to start the uploading of all the 
required documents -01- week in advance for timely online submission of bid.  

 Bidders to initiate uploading of few primary documents during the start of the tender 
submission and any request for help/support required for uploading the documents / 
understanding the system should be taken up with GeM portal service provider well in 
advance.  

 Bidders should not raise request for extension of time on the last day of submission 
due to non-submission of their bids on time as Bank will not be in a position to provide 
any support at the last minute as the portal is managed by Govt GeM portal service 
provider.  

 Bidder should not raise request for offline submission or late submission since 
ONLINE submission is accepted only.  

Partly or incomplete submission of bids by the bidders will not be processed and will 
be summarily rejected  
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Annexure 02 - Letter of Undertaking from OSD / OEM 
(This letter should be on the letterhead of the OEM (s) / Manufacturer(s) duly signed by 
an authorized signatory) 

To, 

Chief Technology Officer, 
Bank of Baroda, Baroda Sun Tower, 
3rd Floor, IT Department, C-34, G Block, 
Bandra Kurla Complex, Bandra (East), 
Mumbai – 400051 

Sir, 

Sub: RFP for Selection of service provider for Renewal of IBM Enterprise Licenses 
till 31st December 2024. 

We ………………………… (Name of the OEM) who are established and reputable 
manufacturers (OEM) / developers (OSD) of ………………………… having registered 
office at ……………… (Co. full address) do hereby authorize M/s ……………………… 
(who is the bidder submitting its bid pursuant to the Request for Proposal issued by the 
Bank) to submit a bid and negotiate and conclude a contract with you against the Request 
for Proposal for Renewal of IBM Enterprise Licenses received from your Bank for the 
products/services which are manufactured / developed by us. 

We have duly authorized the bidder for this purpose & hereby confirm that the bidder is 
entitled to resell IBM products as per mentioned in the RFP. We hereby undertake to 
perform the obligations as set out in the RFP in respect of such services. 

 
Yours faithfully, 
 

 
 
Authorized Signatory 

Name: 

Designation: 

Vendor’s Corporate Name: 

Address: 

Email: 

Phone: 
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Annexure 03 - Commercial Bid Format 

AMT (Rs.) 

Sl. 
No. 

Description 
Renewal 
Part No. 

Start Date End Date 
Period 

(In 
Months) 

Qty 

Annual 
Unit 
Rate 
(Rs.) 

Total 
Amount 
without 

GST 

GST 
Amount 

GRAND 
TOTAL 
Amount 

Including 
GST 

1 
IBM MQ Processor Value Unit (PVU) 
SW Subscription & Support 

E0256LL 
01-07-2023 31-12-2024 18 4580 0 0 0 0 

01-04-2023 31-12-2024 21 6620 0 0 0 0 

2 
IBM MQ High Availability Replica 
Processor Value Unit (PVU) SW 
Subscription & Support 

E0ALULL 
01-07-2023 31-12-2024 18 1100 0 0 0 0 

01-04-2023 31-12-2024 21 5550 0 0 0 0 

3 
IBM WebSphere Application Server 
Processor Value Unit (PVU) SW 
Subscription & Support 

E025QLL 
01-07-2023 31-12-2024 18 1600 0 0 0 0 

01-04-2023 31-12-2024 21 360 0 0 0 0 

4 
IBM WebSphere Application Server 
Network Deployment Processor Value 
Unit (PVU) SW Subscription & Support 

E025SLL 01-04-2023 31-12-2024 21 5880 0 0 0 0 

5 

IBM Security Key Lifecycle Manager for 
RAW Decimal Terabyte Storage 
Resource Value Unit SW Subscription 
& Support 

E0PL5LL 01-03-2024 31-12-2024 10 278 0 0 0 0 

6 
IBM Spectrum Scale Standard Edition 
Server license Socket SW Subscription 
& Support 

E0NYSLL 01-12-2021 31-12-2024 37 4 0 0 0 0 
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7 
IBM License Metric Tool Establishment 
SW Subscription & Support 

E027NLL 01-07-2023 31-12-2024 18 1 0 0 0 0 

8 

IBM WebSphere Application Server 
Network Deployment Processor Value 
Unit (PVU) Annual SW Subscription & 
Support Renewal 

E025SLL 01-04-2023 31-12-2024 21 560 0 0 0 0 

9 
IBM Datacap Authorized User Value 
Unit Annual SW Subscription & Support 
Renewal 

E0AXTLL 01-04-2023 31-12-2024 21 18 0 0 0 0 

10 
IBM Datacap Enterprise Edition Add-
On Authorized User Value Unit Annual 
SW Subscription & Support Renewal 

E0EHILL 01-04-2023 31-12-2024 21 18 0 0 0 0 

11 
IBM Case Manager Processor Value 
Unit Annual SW Subscription & Support 
Renewal 

E0IDPLL 01-04-2023 31-12-2024 21 560 0 0 0 0 

12 

IBM Case Manager for Non Production 
Environment Processor Value Unit 
Annual SW Subscription & Support 
Renewal 

E0IEFLL 01-04-2023 31-12-2024 21 140 0 0 0 0 

13 

IBM Business Automation Workflow 
Enterprise Virtual Processor Core 
License + SW Subscription and 
Support 

D27V2LL 01-04-2023 31-12-2024 21 103 0 0 0 0 

Total Cost 0 0 0 0 

We abide by following terms & Conditions: 

a. For each of the above items provided the vendor is required to provide the cost for every line item where the vendor has considered the cost in BOM. 
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b. The vendor needs to clearly indicate if there are any recurring costs included in the above bid and quantify the same. In the absence of this, the vendor 

would need to provide the same without any charge. Vendor should make no changes to the quantity. 

c. If the cost for any line item is indicated as zero then it will be assumed by the Bank that the said item is provided to the Bank without any cost. 

d. All Deliverables to be supplied as per RFP requirements provided in the tender 

e. The Service Charges need to include all services and other requirement as mentioned in the RFP 

f. The vendor has to make sure all the arithmetical calculations are accurate. Bank will not be held responsible for any incorrect calculations however for 

the purpose of calculation Bank will take the corrected figures / cost. 

g. All prices to be in Indian Rupee (INR) only. 

h. In the case of additional requirements desired by the Bank during the contract period the maximum order which the Bank can place would be an 

addition of 30% of the licenses quantity for which contract is placed. 

i. There will be no price escalation for during the contract period and any extension thereof. Bid submitted with an adjustable price quotation will be treated 

as non-responsive and will be rejected 

j. Implementation cost must be provided by vendor. These prices would be considered for the calculation of TCO (Total Cost of Ownership). The Bank 

has discretion to avail these functionalities as per Bank’s requirement during the contract period. 

k. All Quoted Commercial Values should comprise of values only upto 2 decimal places. Bank for evaluation purpose will consider values only upto 2 

decimal places for all calculations & ignore all figures beyond 2 decimal places. 
 

  Further, we confirm that we will abide by all the terms and conditions mentioned above & in the tender document. 
 

 

 

Authorized Signatory 
Name: 
Designation: 
Vendor’s Corporate Name: 
Address: 
Email: 
Phone:  
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Annexure 04 – Bid Security (Earnest Money Deposit) 

(Bidder need to provide the Transaction Details of Bid Security (EMD) (in case paid through 

electronic mode) 

To, 

Chief Technology Officer 
Bank of Baroda 
Baroda Sun Tower 
Bandra Kurla Complex 
Bandra (E), Mumbai 400 051 
Sir, 

Sub: RFP for Selection of service provider for Renewal of IBM Enterprise Licenses 
till 31st December 2024. 

 

We ………………………………………………. having our registered office at 
………………………………………. (herein after called the 'BIDDER') are offering Earnest Money 
Deposit as per details below for consideration of the bid of the above mentioned Bidder. 

Amount: Rs. _______ /- (Rupees _______________ Only)  

Mode: Online Transfer/Bank Guarantee 

Payment Type: RTGS (Real Time Gross Settlement) / NEFT (National Electronics Fund 
Transfer)/ /Bank Guarantee 

UTR / Txn ref. No. _______________________________ 

Txn Date: ______________________________________ 

Remitting Bank: ________________________________ 

Remitting Bank IFSC Code: _______________________ 

Beneficiary Account: Bank of Baroda, Bank Account No. 29040400000417 

Beneficiary Bank IFSC Code: BARB0BANEAS 

The details of the transaction viz. scanned copy of the receipt of making transaction or Bank 
Guarantee or Micro and Small Enterprises (MSE) / Startups Certificate (if EMD not applicable) to 
be enclosed. 

The Bank at its discretion, may reject the bid if the EMD money doesn’t reflect in beneficiary 
account or BG not received as per details furnished above. 

Account Details for refund of Bid Security (Earnest Money Deposit)as per terms & 
conditions mentioned in the Tender document 

We …………………………………………………. having our registered office at 
………………………………………. (herein after called the 'BIDDER') are providing our bank 
account details as per below to be considered as our account for refund of Bid Security (Earnest 
Money Deposit), wherever applicable as per terms & conditions mentioned in the Tender 
document. 

A/C Name:  

A/C No.(Company account details):  
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IFSC Code:  

Bank Name: 

Bank Address: 

The details mentioned above is treated as final & bank shall not be held responsible for any 
wrong/failed transaction due to any discrepancy in above details. 

Dated this…………………………………..by ……………………….20 

Yours faithfully, 

 

 

Authorized Signatory 
Name: 
Designation: 
Bidder’s Corporate Name 
Address 
Email and Phone # 
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Annexure 05 - Bidder need to provide the Bank Guarantee in 
following format in lieu of Bid Security Transaction 

 

To,         Date DD-MM-YYYY 

 

Bank of Baroda 

……………….. 

Dear Sir, 

 

WHEREAS..........................................(Company Name) registered under the Indian Companies 
Act 1956 and having its Registered Office at .................................................................. India 
(hereinafter referred to as “the VENDOR”) proposes to offer its response to         RFP No.. #: ( 
RFP details) …………………………... (hereinafter called the “RFP”) 

 

 

AND WHEREAS, in terms of the conditions as stipulated in the RFP, the VENDOR is required to 
furnish a Bank Guarantee in lieu of the Earnest Money Deposit (EMD), issued by a Scheduled 
Commercial Bank in India in your favour to secure the order of the RFP in accordance with the 
RFP Document (which guarantee is hereinafter called as “BANK GUARANTEE”) 

 

AND WHEREAS the VENDOR has approached us, ............................................................ for 
providing the BANK GUARANTEE.  

AND WHEREAS at the request of the VENDOR and in consideration of the proposed RFP 
response to you, 
WE,............................................................having............................................................ Office 
at..........................................................., India has agreed to issue the BANK GUARANTEE. 

 

THEREFORE, WE, ......................................................., through our local office at ................... 
India furnish you the Bank GUARANTEE in manner hereinafter contained and agree with you as 
follows: 

 

1. We....................................., undertake to pay the amounts due and payable under this 
Guarantee without any demur, merely on demand from you and undertake to indemnify 
you and keep you indemnified from time to time to the extent of Rs........................(Rupees 
..............................only) an amount equivalent to the EMD against any loss or damage 
caused to or suffered by or that may be caused to or suffered by you on account of any 
breach or breaches on the part of the vender . any of the terms and conditions contained 
in the RFP and in the event of the VENDOR commits default or defaults in carrying out 
any of the work or discharging any obligation in relation thereto under the RFP or otherwise 
in the observance and performance of any of the terms and conditions relating thereto in 
accordance with the true intent and meaning thereof, we shall forthwith on demand pay to 
you such sum or sums not exceeding the sum of 
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Rs......................(Rupees......................................... only) as may be claimed by you on 
account of breach on the part of the VENDOR of their obligations in terms of the RFP. 

 

2. Notwithstanding anything to the contrary contained herein or elsewhere, we agree that 
your decision as to whether the VENDOR has committed any such default or defaults and 
the amount or amounts to which you are entitled by reasons thereof will be binding on us 
and we shall not be entitled to ask you to establish your claim or claims under Bank 
Guarantee but will pay the same forthwith on your demand without any protest or demur. 
 

3. This Bank Guarantee shall continue and hold good until it is released by you on the 
application by the VENDOR after expiry of the relative guarantee period of the RFP and 
after the VENDOR had discharged all his obligations under the RFP and produced a 
certificate of due completion of work under the said RFP and submitted a “No Demand 
Certificate “provided always that the guarantee shall in no event remain in force after the 
day of ....................... without prejudice to your claim or claims arisen and demanded from 
or otherwise notified to us in writing before the expiry of the said date which will be 
enforceable against us notwithstanding that the same is or are enforced after the said 
date. 
 

4. Should it be necessary to extend Bank Guarantee on account of any reason whatsoever, 
we undertake to extend the period of Bank Guarantee on your request under intimation to 
the VENDOR till such time as may be required by you. Your decision in this respect shall 
be final and binding on us. 
 

5. You will have the fullest liberty without affecting Bank Guarantee from time to time to vary 
any of the terms and conditions of the RFP or extend the time of performance of the RFP 
or to postpone any time or from time to time any of your rights or powers against the 
VENDOR and either to enforce or forbear to enforce any of the terms and conditions of 
the said RFP and we shall not be released from our liability under Bank Guarantee by 
exercise of your liberty with reference to matters aforesaid or by reason of any time being 
given to the VENDOR or any other forbearance, act or omission on your part of or any 
indulgence by you to the VENDOR or by any variation or modification of the RFP or any 
other act, matter or things whatsoever which under law relating to sureties, would but for 
the provisions hereof have the effect of so releasing us from our liability hereunder 
provided always that nothing herein contained will enlarge our liability hereunder beyond 
the limit of Rs..................( Rupees....................................only ) as aforesaid or extend the 
period of the guarantee beyond the said day of ...................... unless expressly agreed to 
by us in writing. 

 

6. The Bank Guarantee shall not in any way be affected by your taking or giving up any 
securities from the VENDOR or any other person, firm or company on its behalf or by the 
winding up, dissolution, insolvency or death as the case may be of the VENDOR. 
 

7. In order to give full effect to the guarantee herein contained, you shall be entitled to act as 
if we were your principal debtors in respect of all your claims against the VENDOR hereby 
guaranteed by us as aforesaid and we hereby expressly waive all our rights of surety ship 
and other rights, if any, which are in any way inconsistent with any of the provisions of 
Bank Guarantee. 
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8. Subject to the maximum limit of our liability as aforesaid, Bank Guarantee will cover all 
your claim or claims against the VENDOR from time to time arising out of or in relation to 
the said RFP and in respect of which your claim in writing is lodged on us before expiry of 
Bank Guarantee. 
 

9. Any notice by way of demand or otherwise hereunder may be sent by  courier, telex, fax, 
e-mail or registered post to our local address as aforesaid and if sent accordingly it shall 
be deemed to have been given when the same has been posted. 
 

10. The Bank Guarantee and the powers and provisions herein contained are in addition to 
and not by way of limitation of or substitution for any other guarantee or guarantees here 
before given to you by us (whether jointly with others or alone) and now existing un-
cancelled and that Bank Guarantee is not intended to and shall not revoke or limit such 
guarantee or guarantees. 
 

11. The Bank Guarantee shall not be affected by any change in the constitution of the 
VENDOR or us nor shall it be affected by any change in your constitution or by any 
amalgamation or absorption thereof or therewith but will ensure to the benefit of and be 
available to and be enforceable by the absorbing or amalgamated company or concern. 
 

12. The Bank Guarantee shall come into force from the date of its execution and shall not be 
revoked by us any time during its currency without your previous consent in writing. 
 

13. We further agree and undertake to pay you the amount demanded by you in writing 
irrespective of any dispute or controversy between you and the VENDOR. 
 

14. Notwithstanding anything contained herein above; 
i) our liability under this Guarantee shall not exceed Rs...............................................( 
Rupees.........................................only) ; 
ii) this Bank Guarantee shall be valid up to and including the date .............  and 

iii) we are liable to pay the guaranteed amount or any part thereof under this Bank 
Guarantee only and only if you serve upon us a written claim or demand on or before the 
expiry of this guarantee. 
 

15. We have the power to issue this Bank Guarantee in your favour under the Memorandum 
and Articles of Association of our Bank and the undersigned has full power to execute this 
Bank Guarantee under the Power of Attorney issued by the Bank. 

 

For and on behalf of 

 

 

Branch Manager 

 

Seal & Address 
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Annexure-06 Bid security Declaration for MSE/Startup 

For Micro and Small Enterprises (MSE) / Startups need to provide Bid Security Declaration in 

following format in lieu of Form Bid security (EMD) 

To, 

Chief Technology Officer 
Bank of Baroda 
Baroda Sun Tower 
Bandra Kurla Complex 
Bandra (E), Mumbai 400 051 
Sir,  

Sub: RFP for Selection of service provider for Renewal of IBM Enterprise Licenses 
till 31st December 2024 

1. I/We, the undersigned, declare that M/s………..is a Micro and Small Enterprise and the copy 
of registration certificate issued by NSIC/DIPP for Micro and Small Enterprises (MSE) / Startups 
which are valid on last date of submission of the tender documents are enclosed.  

2. I/We understand that, according to your conditions, bids must be supported by a Bid Securing 
Declaration as per Rule 170 of General Financial Rules (GFRs) 2017 by Micro and Small 
Enterprises (MSEs).  
OR  
2A. As per the tender / RFP no: ……..floated for …….. at para no: ………. a Bid Declaration 
Form in lieu of Bid Security is required to be submitted by me/ as per Rule 170 of General 
Financial Rules (GFRs)2017 by Micro and Small Enterprises (MSEs).  
3. I/We accept that I/We may be disqualified from bidding for any contract with you for a period 
of 6months from the date of notification if I am /We are in a breach of any obligation under the 
bid conditions, because I/We  

a) have withdrawn/modified/amended, impairs or derogates from the tender, my/our Bid during 
the period of bid validity specified in the form of Bid; or  

b) Having been notified of the acceptance of our Bid by the purchaser during the period of bid 
validity (i) fail or reuse to execute the contract, if required, or (ii) fail or refuse to furnish the 
Performance Security, in accordance with the Instructions to Bidders.  

4. I/We understand this Bid Securing Declaration shall cease to be valid if I am/we are not the 
successful Bidder, upon the earlier of (i) the receipt of your notification  
of the name of the successful Bidder; or (ii) thirty days after the expiration of the validity of 
my/our Bid.  

5. I/We declare that I am the authorized person of ………………to make the declaration for and 
on behalf of ………… Letter of Authority for executing declaration is enclosed  
 

 

Signed: (insert signature of person whose name and capacity are shown)  

in the capacity of : (insert legal capacity of person signing the Bid Securing Declaration)  

Name: (insert complete name of person signing he Bid Securing Declaration)  

Duly authorized to sign the bid for an on behalf of (insert complete name of Bidder)  

Dated on _____________ day of ___________________ (insert date of signing)  

Corporate Seal (where appropriate)  

(Note: in case of a Joint Venture, the Bid Securing Declaration must be in the name of all 
partners to the Joint Venture that submits the Bid) 
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Annexure 07 - Service Level and Non-Disclosure Agreement 
Format 

This Agreement is made in Mumbai this………. Day of ………….. 20... by and between 
BANK OF BARODA, body corporate constituted under the Banking Companies 
[Acquisition & Transfer of Undertakings] Act 1970 having its Head Office at Mandvi, 
Baroda and Corporate Office at Baroda Corporate Centre, C-26, G-Block, Bandra Kurla 
Complex, Bandra (East), Mumbai- 400051, hereinafter for brevity sake referred to as 
“Bank” (which expression shall, unless repugnant to the context or meaning, include its 
successors and assigns) of the one Part; 

AND 

________________________, a company incorporated under the Companies Act 1956/ 
2013, India, having its registered office at 
_____________________________________________________, hereinafter referred 
to as “the Service Provider” (which expression shall, unless repugnant to the context and 
meaning thereof include its subsidiaries, affiliates, successors and permitted assigns) of 
the other Part, 

(Bank and the Service Provider hereinafter are individually referred to as “Party” and 
collectively as “Parties”)  

WHEREAS 

Bank of Baroda is one of the largest public sector banks (PSU) in India with a branch network 
of over 8400+ branches in India and 100+ branches/ offices overseas including branches of 
our subsidiaries, distributed in 18 countries. Bank desires to select a Service Provider for -
--------------------------------- and had invited offers. 

In response to RFP no ------------------------- dated --------------------------- issued by Bank, 
the Service Provider also submitted its offer and has represented that it is engaged in the 
business of ----------------------------------. It further represented to Bank that it has the 
requisite skill, knowledge, experiences, experts, staff and capability to provide required 
service to Bank. Relying on representations of Service Provider and other applicable 
criteria, Service Provider was declared as a successful bidder in the RFP evaluation 
process. Accordingly Bank has issued a -------------------------------------------------------------. 

It was a condition in the RFP that the Parties would enter into a Service Level  and Non-
Disclosure  Agreement  which shall  include  all the  services  and terms and conditions  
of the services to be  extended  as detailed here in. 

NOW, THEREFORE, THIS AGREEMENT WITNESSETH AS FOLLOWS 

1. DEFINITIONS 

I. Bank, BOB means ‘Bank of Baroda’ 

II. ATP means Acceptance Test Procedure 

III. AMC means Annual Maintenance Contract 

IV. BFSI means Banking, Financial services and Insurance 

V. DC Means Data Centre 

VI. DR Means Data Recovery Centre 



 

Selection of service provider for Renewal of IBM Enterprise 
Licenses till 31st December 2024 

 

Tender No. GEM/2023/B/4330128 

Tender Date: 12th December, 2023 

  

Bank of Baroda              Page 24 of 38 

 

VII. MSP means Managed Service Provider of the Bank. 

VIII. SLA means Service Level Agreement  

IX. Total Cost of Ownership (TCO) 

X. SPOC means Single Point of Contact 

2. TERM 

This Agreement shall come into force on ___________ and shall be in force and effect 
for a period ----------------, unless Bank terminates the Agreement by giving a prior written 
notice of 30 days as per the terms of this Agreement. 

3. SCOPE OF SERVICE 

The Service Provider agrees to perform the services as part of the scope of this 
engagement including but not limited to as mentioned in Schedule I of this Agreement.  
Bank of Baroda reserves its right to change the scope of the services considering the size 
and variety of the requirements and the changing business & security conditions 
/environment with mutual consent.  

4. STANDARDS  

All standards to be followed will adhere to Bureau of Indian Standards (BIS) specifications 
or other acceptable standards.    

5. Code of Ethics 

M/s __________, (Vendor/Service Provider/Supplier/ Consultant/Contractor) agrees to 
comply with the Bank’s Code of Ethics, available on the Bank’s website>Shareholder’s 
Corner> Policies/Codes> Our Code of Ethics, during the validity period of this 
agreement/contract 

6. Contract Period 

(Terms mentioned in the RFP) 

7. DELIVERY  

(Terms mentioned in the RFP) 

8. Transportation and Insurance 

(Terms mentioned in the RFP) 

9. Pre-shipment Inspections 

(Terms mentioned in the RFP) 

10. Supply, Installation, Testing, Commissioning & Acceptance (SITC)  

 (Terms mentioned in the RFP) 

11. Warranty  

(Terms mentioned in the RFP) 
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12. DOCUMENTATION 

The Service Provider shall supply all necessary documentation for the training, use and 
operation of the system.  This will include at least one set of original copies per installation 
of the user manuals, reference manuals, operations manuals, and system management 
manuals in English/Hindi.  

13. SINGLE POINT OF CONTACT & DIRECT SUPPORT  

(Please incorporate following details – Name, designation, address, email address, 
telephone /mobile No...  

Escalation matrix for support should also be provided with full details.  

14. PAYMENT TERMS  

The method and conditions of payments to be made to the successful bidder shall be: 
(Terms mentioned in the RFP) 
There shall be no escalation in the prices once the prices are fixed and agreed to by the 
Bank and the bidder. Payment will be released by IT Dept., as per above payment terms 
on submission of relevant documents.  
The Bank will pay invoices within a period of 30 days from the date of receipt of undisputed 
invoices. Any dispute regarding the invoice will be communicated to the selected bidder 
within 15 days from the date of receipt of the invoice. After the dispute is resolved, Bank 
shall make payment within 30 days from the date the dispute stands resolved. 

15. SET-OFF 

Without prejudice to other rights and remedies available to   Bank, Bank shall be entitled 
to set-off or adjust any amounts due to Bank under this clause from the Service Provider 
against payments due and payable by Bank to the Service Provider for the services 
rendered. 

The provisions of this Clause shall survive the termination of this Agreement. 

16. COVENANTS OF THE SERVICE PROVIDER  

The Service Provider shall deploy and engage suitably experienced and competent 
personnel as may reasonably be required for the performance of the services. During 
the currency of this Agreement, the Service Provider shall not substitute the key   staff 
identified for the services mentioned in this Agreement.  

The Service Provider shall forthwith withdraw or bar any of its employee/s from the 
provision of the services if, in the opinion of BANK: 

(i) The quality of services rendered by the said employee is not in accordance with 
the quality specifications stipulated by BANK; or 

(ii) The engagement or provision of the services by any particular employee is 
prejudicial to the interests of BANK. 

All employees engaged by the Service Provider shall be in sole employment of the 
Service Provider and the Service Provider shall be solely responsible for their salaries, 
wages, statutory payments etc. That under no circumstances shall BANK be liable for 
any payment or claim or compensation (including but not limited to compensation on 
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account of injury/death/termination) of any nature to the employees and personnel of the 
Service Provider. 

The Service Provider: 

i. shall be responsible for all negotiations with personnel relating to salaries and 
benefits, and shall be responsible for assessments and monitoring of performance 
and for all disciplinary matters. 

ii. shall not knowingly engage any person with a criminal record/conviction and shall 
bar any such person from participating directly or indirectly in the provision of 
services under this Agreement. 

iii. shall at all times use all reasonable efforts to maintain discipline and good order 
amongst its personnel. 

iv. shall not exercise any lien on any of the assets, documents, instruments or material 
belonging to BANK  and in the custody of the Service Provider for any amount due 
or claimed to be due by the Service Provider from BANK. 

v. shall regularly provide updates to BANK  with respect to the provision of the 
services and shall meet with the personnel designated by BANK  to discuss and 
review its performance at such intervals as may be agreed between the Parties. 

vi. shall be responsible for compliance of all laws, rules, regulations and ordinances 
applicable in respect of its employees, sub-contractors  and agents (including but 
not limited to code of Wages Act, Provident Fund laws, Workmen's Compensation 
Act) and shall establish and maintain all proper records including, but not limited 
to, accounting records required by any law, code, practice or corporate policy 
applicable to it from time to time, including records and returns as applicable under 
labor legislations. 

vii. shall not violate any proprietary and intellectual property rights of BANK  or any 
third party, including without limitation, confidential relationships, patent, trade 
secrets, copyright and any other proprietary rights in course of providing services 
hereunder. 

viii. shall ensure that the quality and standards of  materials and services to be 
delivered or rendered hereunder, will be of the kind, quality and timeliness as 
designated by the BANK and communicated to the Service Provider  from time to 
time.  

ix. shall not work in a manner which, in the reasonable opinion of BANK , may be 
detrimental to the interests of BANK and which may adversely affect the role, 
duties, functions and obligations of the Service Provider as contemplated by this 
Agreement. 

x. shall be liable to BANK for any and all losses  of any nature whatsoever arisen 
directly or indirectly by negligence, dishonest, criminal or fraudulent act of any of 
the representatives and employees of the Service Provider  while providing the 
services to the  BANK.  

xi. shall itself perform the obligations under this Agreement and shall not  assign, 
transfer or sub-contract any of its rights and obligations under this Agreement 
except with prior written permission of BANK. 
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17. CONFIDENTIALITY 

The Service Provider acknowledges that in the course of performing the obligations under 

this Agreement, it shall be exposed to or acquire information of the bank, which the 

Service Provider shall treat as confidential.  

a. Bank of Baroda  product and process details, documents, data, applications, software, 
systems, papers, statements and business / customer information which may be 
communicated to or come to the knowledge of Service Provider or Service Provider’s 
employees during the course of discharging their obligations shall be treated as 
absolutely confidential and Service Provider irrevocably agrees and undertakes and 
ensures that Service Provider and its employees shall keep the same secret and 
confidential and not disclose the same, in whole or in part to any third party without prior 
written permission of Bank of Baroda . The Service Provider shall not use or allow to be 
used any information other than as may be necessary for the due performance by Service 
Provider of its obligations hereunder.  
b.Service Provider shall not make or retain any copies or record of any Confidential 
Information submitted by Bank of Baroda  other than as may be required for the 
performance of Service Provider. 
c. Service Provider shall notify Bank of Baroda  promptly of any unauthorized or improper 
use or disclosure of the Confidential Information.  
d. Service Provider shall return all the Confidential Information that is in its custody, upon 
termination / expiry of this Agreement. Also so far as it is practicable Service Provider 
shall immediately expunge any Confidential Information relating to the projects from any 
computer, word processor or other device in possession or in the custody and control by 
Service Provider or its affiliates.  
e. Service Provider shall extent practicable, immediately furnish a certificate signed by its 
director or other responsible representative confirming that to the best of his/her 
knowledge, information and belief, having made all proper enquiries the requirements of 
this paragraph have been fully complied with.  
f. Service Provider hereby unconditionally agrees and undertakes that it and its 
employees shall not disclose the terms and conditions of the engagement Agreement/ 
Work Order or any other oral or written information which may contain, hold or bear 
confidential information or disclose the information submitted by Bank of Baroda  under 
any other Agreement to any third party unless such disclosure is mandatorily required by 
law or if it is required necessarily to be disclosed to any other agency/subcontractor or 
the like for the purpose of performing any of its obligations under the contract.  

However the Confidential Information will not be limited to the information mentioned 

above but not include the following as Confidential Information:  

i. Without breach of these presents, has already become or becomes and/or hereinafter 
will become part of the public domain;  
ii. Prior to the disclosure by BOB was known to or in the possession of the Service 
Provider at the time of disclosure ;  
iii. Was disclosed or parted with the prior consent of Bank of Baroda ;  
iv. Was acquired by Service Provider from any third party under the conditions such that 
it does not know or have reason to know that such third party acquired directly or indirectly 
from Bank of Baroda .  
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 The Service Provider agrees to take all necessary action to protect the Confidential 
Information against misuse, loss, destruction, deletion and/or alteration. It shall 
neither misuse or permit misuse directly or indirectly, nor commercially exploit the 
Confidential Information for economic or other benefit.  

 In any dispute over whether information or matter is Proprietary Information or not 
mentioned herein, it shall be the burden of Service Provider to show that such 
contested information or matter is not Proprietary Information within the meaning 
of this Agreement, and that it does not constitute violation under any laws for the 
time being enforced in India.  

Notwithstanding above, Bank of Baroda shall take all the reasonable care to protect 

all the confidential information of service provider delivered to Bank of Baroda while 

performing of the services. 

The confidentiality obligations shall survive the expiry or termination of the   Agreement 

between the Service Provider and the Bank. 

18. INDEMNITY 

The Service Provider shall indemnify the Bank, and shall always keep indemnified and 

hold the Bank, its employees, personnel, officers, directors, (hereinafter collectively 

referred to as “Personnel”) harmless from and against any and all losses, liabilities, 

claims, actions, costs and expenses (including attorneys' fees) relating to, resulting 

directly or indirectly from or in any way arising out of any claim, suit or proceeding brought 

against the Bank as a result of:  

 Bank’s authorized / bona fide use of the Deliverables and /or the Services provided 
by Service Provider under this Agreement; and/or  

 an act or omission of the Service Provider and/or its employees, agents, sub-
contractors in performance of the obligations under this Agreement; and/or  

 claims made by employees or subcontractors or subcontractors’ employees, who 
are deployed by the Service Provider, against the Bank; and/or  

 claims arising out of employment, non-payment of remuneration and non-provision 
of statutory benefits by the Service Provider to its employees, its agents, 
contractors and sub-contractors  

 breach of any of the term of this Agreement or breach of any representation or 
false representation or inaccurate statement or assurance or covenant or warranty 
of the Service Provider under this Agreement; and/or  

 any or all Deliverables or Services infringing any patent, trademarks, copyrights or 
such other Intellectual Property Rights; and/or  

 breach of confidentiality obligations of the Service Provider contained in this 
Agreement; and/or  

 Negligence or gross misconduct attributable to the Service Provider or its 
employees or sub-contractors.  

The Service Provider shall at its own cost and expenses defend or settle at all point of 

time any claim against the Bank that the Deliverables and Services delivered or provided 

under this Agreement infringe a patent, utility model, industrial design, copyright, trade 
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secret, mask work or trade mark in the country where the Deliverables and Services are 

used, sold or received, the Bank:  

 notifies the Service Provider in writing as soon as practicable when the Bank 
becomes aware of the claim; and  

 Cooperates with the Service Provider in the defense and settlement of the claims.  

However, (i) the Service Provider has sole control of the defense and all related 

settlement negotiations (ii) the Bank provides the Service Provider with the assistance, 

information and authority reasonably necessary to perform the above and (iii) the Bank 

does not make any statements or comments or representations about the claim without 

the prior written consent of the Service Provider, except where the Bank is required by 

any authority/regulator to make a comment/statement/representation.  

If use of deliverables is prevented by injunction or court order because of any such claim 

or deliverables is likely to become subject of any such claim then the Service Provider, 

after due inspection and testing and at no additional cost to the Bank, shall forthwith either 

1) replace or modify the software / equipment with software / equipment which is 

functionally equivalent and without affecting the functionality in any manner so as to avoid 

the infringement; or 2) obtain a license for the Bank to continue the use of the software / 

equipment, as required by the Bank as per the terms and conditions of this Agreement 

and to meet the service levels; or 3) refund to the Bank the amount paid for the infringing 

software / equipment and bear the incremental costs of procuring a functionally equivalent 

software / equipment from a third party, provided the option under the sub clause (3) shall 

be exercised by the Bank in the event of the failure of the Service Provider to provide 

effective remedy under options (1) to (2) within a reasonable period which would not affect 

the normal functioning of the Bank.  

The Service Provider shall not be liable for defects or non-conformance resulting from:  

 Software, hardware, interfacing, or supplies for the solution not approved by 
Service Provider; or  

 any change, not made by or on behalf of the Service Provider, to some or all of the 
deliverables supplied by the Service Provider or modification thereof, provided the 
infringement is solely on account of that change ;  

Indemnity shall exclude indirect, consequential and incidental damages. However 

indemnity would cover damages, loss or liabilities suffered by the Bank arising out of 

claims made by customer and / or regulatory authorities for reasons attributable to breach 

of obligations under this agreement by the Service Provider.  

In the event of Service Provider not fulfilling its obligations under this clause within the 

period specified in the notice issued by the Bank, the Bank has the right to recover the 

amounts due to it under this provision from any amount payable to the Service Provider 

under this project.  

The indemnities under this clause are in addition to and without prejudice to the 

indemnities given elsewhere in this Agreement. 
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19. PROPERTY RIGHTS 

Each Party owns and retains all rights, title and interests in and to its respective Pre-

Existing Intellectual Property and Independent Intellectual Property. Independent 

Intellectual Property means any Intellectual Property developed by a Party independently 

of the applicable statement of work. "Pre-Existing Intellectual Property" means any 

Intellectual Property owned by a Party, or licensed to such Party (other. than by the other 

Party), as at the commencement date of the applicable statement of work.  

Whereas title to all inventions and discoveries made jointly by the parties resulting from 

the Work performed as per this agreement shall reside jointly between the parties. Both 

the parties shall mutually decide the future course of action to protect/ commercial use of 

such joint IPR. The Intellectual Property Rights shall be determined in accordance with 

Indian Laws.  

Without prejudice to above paras all the interim/ final deliverables shall be property of 

bank. Subject to requisite payments the service provider deemed to grand exclusive, 

perpetual rights to use of the deliverables in favor of bank. 

20. PERFORMANCE GUARANTEE 

Service Provider, shall provide unconditional and irrevocable Performance Bank 
Guarantee for Rs ---------------------/- (Rupees _____Only) in favor of  Bank of Baroda  
from  any Public Sector Bank other than Bank of Baroda  as acceptable to  Bank of 
Baroda  towards due performance of the contract in accordance of this Agreement. The 
Performance Guarantee shall be valid for a period of ___months with additional claim 
period of three months after expiry of validity period.  

21.  TERMINATION 

In following events Bank shall terminate this assignment or cancel any particular order if 

service provider:  

Breaches any of its obligations set forth in this agreement and such breach is not cured 

within 15) Working Days after Bank gives written notice; or  

 Failure by Service Provider to provide Bank, within 15) Working Days, with a 
reasonable plan to cure such breach, which is acceptable to the Bank. Or  

 The progress regarding execution of the contract/ services rendered by the Service 
Provider is not as per the prescribed time line, and found to be unsatisfactory.  

 Supply of substandard materials/ services   

 Delay in delivery / installation / commissioning of services.  

 Discrepancy in the quality of service / security expected during the implementation, 
rollout and subsequent maintenance process. 

 If deductions of penalty exceeds more than 10% of the total contract price.  

Further Bank may terminate this agreement on happening of following events:  

 A liquidator or a receiver is appointed over all or a substantial part of the 
undertaking, assets or revenues of the Service Provider and such appointment 
continues for a period of twenty one (21) days;  
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 The Service Provider is subject of an effective resolution for its winding up other 
than a voluntary winding up for the purpose of reconstruction or amalgamation.  

 The Service Provider becomes insolvent or goes into liquidation voluntarily or 
otherwise 

 An attachment is levied or continues to be levied for a period of 7 days upon effects 

of the Agreement.  

 The Service Provider becomes the subject of a court order for its winding up.  

Notwithstanding above, in case of change of policy or any unavoidable circumstances  or 

without any reason Bank reserve the right to terminate this assignment or any subsequent 

agreement and / or any particular order, in whole or in part by giving Service Provider at 

least 60 days prior notice in writing.  

Effect of termination  

If bank terminates or cancels the assignment on the default mentioned in the termination 

clause, in such case Bank of Baroda  reserves the right to get the balance contract 

executed by another party of its choice. In this event, the Service Provider shall be bound 

to make good the additional expenditure, which the Bank may have to incur to carry out 

bidding process for the selection of a new service provider and for execution of the 

balance of the contract.  

Immediately upon the date of expiration or termination of the Agreement, Bank shall have 

no further obligation to pay any fees for any periods commencing on or after such date.  

Without prejudice to the rights of the Parties, upon termination or expiry of this Agreement, 

Bank shall pay to Service Provider, within thirty (30) days of such termination or expiry,  

All the undisputed fees outstanding till the date of termination;  

Upon the termination or expiry of this Agreement:  

 The rights granted to Service Provider shall immediately terminate.  

 Upon Bank’s request, with respect to (i) any agreements for maintenance, disaster 
recovery services or other third-party services, and any Deliverables not owned by 
the Service Provider, being used by Service Provider to provide the Services and 
(ii) the assignable agreements, Service Provider shall, use its reasonable 
commercial endeavors to transfer or assign such agreements and Service Provider 
Equipment to Bank and its designee(s) on commercially reasonable terms mutually 
acceptable to both Parties.  

 Upon Bank’s request in writing, Service Provider shall be under an obligation to 
transfer to Bank or its designee(s) the Deliverables being used by Service Provider 
to perform the Services free and clear of all liens, security interests, or other 
encumbrances at a value calculated as stated. 

22. CORPORATE AUTHORITY 

The Parties represent that they have taken all necessary corporate action and sanction 
to authorize the execution and consummation of this Agreement and will furnish 
satisfactory evidence of same upon request.  
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23. LAW, JURISDICTION AND DISPUTE RESOLUTION 

This Agreement shall be governed and construed and enforced in accordance with the 
laws of India. Both Parties shall agree that in respect of any dispute arising upon, over or 
in respect of any of the terms of this Agreement, only the courts in Mumbai shall have 
exclusive jurisdiction to try and adjudicate such disputes to the exclusion of all other 
courts.  

ARBITRATION  

a) The Bank and the Service Provider shall make every effort to resolve amicably, by 
direct informal negotiation between the respective project managers/ directors of 
the Bank and the Service Provider, any disagreement or dispute arising between 
them under or in connection with the contract. 

b) If the Bank project manager/director and Service Provider project manager/ 
director are unable to resolve the dispute after thirty days from the commencement 
of such informal negotiations, they shall immediately escalate the dispute to the 
senior authorized personnel designated by the Service Provider and Bank 
respectively. 

c) If after thirty days from the commencement of such negotiations between the 
senior authorized personnel designated by the Service Provider and Bank, the 
Bank and the Service Provider have been unable to resolve contractual dispute 
amicably, either party may require that the dispute be referred for resolution 
through formal arbitration. 

d) All questions, disputes or differences arising under and out of, or in connection with 
the contract or carrying out of the work whether during the progress of the work or 
after the completion and whether before or after the determination, abandonment 
or breach of the contract shall be referred to arbitration by a sole Arbitrator 
acceptable to both parties OR the number of arbitrators shall be three, with each 
side to the dispute being entitled to appoint one arbitrator. The two arbitrators 
appointed by the parties shall appoint a third arbitrator shall act as the chairman of 
the proceedings.  

e) The place of arbitration shall be ________. The Arbitration and Conciliation Act 
1996 or any statutory modification thereof shall apply to the arbitration proceedings 

f) The arbitral award shall be in writing, state the reasons for the award, and be final 
and binding on the parties. The award may include an award of costs, including 
reasonable attorneys’ fees and disbursements. Judgment upon the award may be 
entered by any court having jurisdiction thereof or having jurisdiction over the 
relevant Party or its assets. 

24. AUDIT 

All Service Provider records with respect to any matters covered by this Agreement shall 
be made available to auditors and or inspecting officials of the Bank and/or Reserve Bank 
of India and/or any regulatory authority, at any time during normal business hours, as 
often as the Bank deems necessary, to audit, examine, and make excerpts or transcripts 
of all relevant data. Said records are subject to examination. Bank’s auditors would 
execute confidentiality agreement with the Service Provider provided that the auditors 
would be permitted to submit their findings to the Bank, which would be used by the Bank. 
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The cost of the audit will be borne by the Bank. The scope of such audit would be limited 
to Service Levels being covered under the contract, and financial information would be 
excluded from such inspection, which will be subject to the requirements of statutory and 
regulatory authorities. 

The Bank and its authorized representatives, including Reserve Bank of India (RBI) or 
any other regulator shall have the right to visit any of the Service Provider’s premises 
without prior notice to ensure that data provided by the Bank is not misused. The Service 
Provider shall cooperate with the authorized representative/s of the Bank and shall 
provide all information/ documents required by the Bank. 

25. LIMITATION OF LIABILITY 

Except the grounds mentioned under the para two of this clause, Service Provider’s 

aggregate liability in connection with obligations undertaken as a part of the Agreement 

regardless of the form or nature of the action giving rise to such liability (whether in 

contract, tort or otherwise), shall be at actual and limited to the Total Contract Value.  

However, Service Provider’s liability in case of claims against the Bank resulting from 

Willful Misconduct or Gross Negligence of Service Provider, its employees and 

Subcontractors or from infringement of patents, trademarks, copyrights or such other 

Intellectual Property Rights or breach of confidentiality obligations shall be unlimited.  

Bank shall not be held liable for and is absolved of any responsibility or claim / litigation 

arising out of the use of any third party software or modules supplied by Service Provider 

as part of procurement under the Agreement.  

Under no circumstances Bank of Baroda  shall be liable to the Service Provider for direct, 

indirect, incidental, consequential, special or exemplary damages arising from termination 

of this Agreement, even if Bank of Baroda  has been advised of the possibility of such 

damages, such as, but not limited to, loss of revenue or anticipated profits or lost 

business.  

Subject to any law to the contrary, and to the maximum extent permitted by law neither 

parties shall be liable to other for any consequential/ incidental, or indirect damages 

arising out of this agreement.  

All employees engaged by the party shall be in sole employment of the party and the 

respective parties shall be solely responsible for their salaries, wages, statutory payments 

etc. That under no circumstances shall other party be liable for any payment or claim or 

compensation (including but not limited to compensation on account of 

injury/death/termination) of any nature to the employees and personnel of the other party. 

26. PUBLICITY 

Any publicity by the Service Provider in which the name of the Bank is to be used should 
be done only with the explicit written permission of the Bank. 
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27. INDEPENDENT ARRANGEMENT 

This Agreement is on a principal-to-principal basis between the Parties hereto. Nothing 
contained in this Agreement shall be construed or deemed to create any association, 
partnership or joint venture or employer-employee relationship or principal-agent 
relationship in any manner whatsoever between the parties. The Service Provider 
acknowledges that its rendering of services is solely within its own control, subject to the 
terms and conditions agreed upon and agrees not to hold it out to be an employee, agent 
or servant of Bank or Affiliate thereof.  

28. SUBCONTRACTING  

The Service Provider shall not subcontract or permit anyone other than its personnel to 
perform any of the work, service or other performance required by it under the contract 
without the prior written consent of the Bank. 

29. ASSIGNMENT 

The Service Provider agrees that the Service Provider shall not be entitled to assign any 

or all of its rights and or obligations under this Agreement to any entity including Service 

Provider’s affiliate without the prior written consent of the Bank.  

If the Bank undergoes a merger, amalgamation, takeover, consolidation, reconstruction, 

change of ownership, etc., this Agreement along with the subsequent Addendums 

published shall be considered to be assigned to the new entity and such an act shall not 

affect the obligations of the Service Provider under this Agreement. 

30. NON – SOLICITATION  

The Service Provider, during the term of the contract shall not without the express written 
consent of the Bank, directly or indirectly: a) recruit, hire, appoint or engage or attempt to 
recruit, hire, appoint or engage or discuss employment with or otherwise utilize the 
services of any person who has been an employee or associate or engaged in any 
capacity, by the Bank in rendering services in relation to the contract; or b) induce any 
person who shall have been an employee or associate of the Bank at any time to 
terminate his/ her relationship with the Bank. 

The above clause shall not applicable in case the recruitment done through public 
advertisement.  

31. VICARIOUS LIABILITY  

The Service Provider shall be the principal employer of the employees, agents, 
contractors, subcontractors, etc., if any, engaged by the Service Provider and shall be 
vicariously liable for all the acts, deeds, matters or things, whether the same is within the 
scope of power or outside the scope of power, vested under the contract. No right of any 
employment in the Bank shall accrue or arise, by virtue of engagement of employees, 
agents, contractors, subcontractors etc., by the Service Provider for any assignment 
under the contract. All remuneration, claims, wages dues etc., of such employees, agents, 
contractors, subcontractors etc., of the Service Provider shall be paid by the Service 
Provider alone and the Bank shall not have any direct or indirect liability or obligation, to 
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pay any charges, claims or wages of any of the Service Provider ’s employees, agents, 
contractors, subcontractors etc. The Service Provider shall agree to hold the Bank, its 
successors, assigns and administrators fully indemnified, and harmless against loss or 
liability, claims, actions or proceedings, if any, whatsoever nature that may arise or 
caused to the Bank through the action of Service Provider ’s employees, agents, 
contractors, subcontractors, etc. 

32. FORCE MAJEURE 

The Service Provider shall not be liable for forfeiture of its performance security, liquidated 
damages, penalties or termination for default, if any to the extent that its delay in 
performance or other failure to perform its obligations under the contract is the result of 
an event of Force Majeure.   

For purposes of this Clause, "Force Majeure" means an event explicitly beyond the 
reasonable control of the Service Provider and not involving the Service Provider’s fault 
or negligence and not foreseeable. Such events are Acts of God or of public enemy, acts 
of Government of India in their sovereign capacity, strikes, political disruptions, bandhs, 
riots, civil commotions and acts of war.   

If a Force Majeure situation arises, the Service Provider shall promptly notify the Bank in 
writing of such conditions and the cause thereof within fifteen calendar days. Unless 
otherwise directed by the Bank in writing, the Service Provider shall continue to perform 
Service Provider’s obligations under this Agreement as far as is reasonably practical, and 
shall seek all reasonable alternative means for performance not prevented by the Force 
Majeure event.   

In such a case the time for performance shall be extended by a period(s) not less than 
duration of such delay. If the duration of delay continues beyond a period of three months, 
the Bank and Service Provider shall hold consultations in an endeavor to find a solution 
to the problem. 

SURVIVAL: 
The expiry or the termination of this Agreement does not relieve either party of its 
obligations which by their nature ought or intend to survive the termination of this 
Agreement including without limitation to the clauses     of confidentiality, indemnity, 
limitation of liability, and covenants of the parties.  

33. MISCELLANEOUS 

Any provision of this Agreement may be amended or waived if, and only if such 

amendment or waiver is in writing and signed, in the case of an amendment by each 

Party, or in the case of a waiver, by the Party against whom the waiver is to be effective. 

No failure or delay by any Party in exercising any right, power or privilege hereunder shall 

operate as a waiver thereof nor shall any single or partial exercise of any other right, 

power or privilege. The rights and remedies herein provided shall be cumulative and not 

exclusive of any rights or remedies provided by law. 

Unless otherwise provided herein, all notices or other communications under or in 

connection with this Agreement shall be given in writing and may be sent by personal 

delivery or post or courier or facsimile to the person at the address given below. Any such 

notice or other communication will be deemed to be effective if sent by personal delivery, 
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when delivered, if sent by post, two days after being deposited in the post and if sent by 

courier, one day after being deposited with the courier, and if sent by facsimile, when sent 

(on receipt of a confirmation to the correct facsimile number). 

The addresses referred to hereinabove are: 

If to the Bank of Baroda: 

The Chief Technical Officer 

Baroda Corporate Centre, C-26, G-Block, Bandra Kurla Complex, Bandra (East), 
Mumbai- 400051 

ATTN: Assistant General Manager (IT) 

If to the … ……………………………….. 

Address_____________________________ 

ATTN: _________________________________ 

This Agreement constitutes the entire agreement between the Parties with respect to the 
subject matter hereof and supersedes all prior written agreements, understandings and 
negotiations, both written and oral, between the Parties with respect to the subject matter 
of this Agreement. No representation, inducement, promise, understanding, condition or 
warranty not set forth herein has been made or relied upon by any Party hereto. In case 
of any contradiction in the terms of RFP _______, offer document and Purchase Order 
etc., and this Agreement the terms hereof shall prevail.  

Neither this Agreement nor any provision hereof is intended to confer upon any Person 
other than the Parties to this Agreement any rights or remedies hereunder. 

In connection with this Agreement, as well as all transactions contemplated by this 
Agreement, each Party agrees to execute and deliver such additional documents and to 
perform such additional actions as may be necessary, appropriate or reasonably 
requested to carry out or evidence the transactions contemplated hereby. 

The invalidity or unenforceability of any provisions of this Agreement in any jurisdiction 
shall not affect the validity, legality or enforceability of the remainder of this Agreement in 
such jurisdiction or the validity, legality or enforceability of this Agreement, including any 
such provision, in any other jurisdiction, it being intended that all rights and obligations of 
the Parties hereunder shall be enforceable to the fullest extent permitted by law. 

The captions herein are included for convenience of reference only and shall be ignored 
in the construction or interpretation hereof. 

This Agreement may be signed in duplicate, each of which shall be deemed to be an 
original. 

IN WITNESS WHEREOF, this Agreement has been executed by the Parties hereto on 
the day and year first above written. 

Signed and Delivered by the within named  
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For Bank of Baroda 

_________________________________ 

Name: 

Designation: 

Witness 1 : 

Witness 2 : 

For  

_________________________________ 

Name: 

Designation: 

Witness 1 : 

Witness 2 : 
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Annexure 08 – Information/Cyber-Security Measures/Controls 
for selected Service Provider  
The Bank shall ensure that the contract agreement signed between them and the third 
party SP shall necessarily mandate the third party SP to comply with the Information and 
cyber security controls given in the Annex on an ongoing basis and regulatory / legal 
guidelines and directives related to SP / outsourcing issued by regulators / legal entities 
from time to time. The SP shall provide access to the regulators, legal authorities, Bank 
and Bank appointed auditors for on-site/off-site supervision. Service providers have to 
ensure that outsourced critical IT service are subjected to the annual IT audit / Technology 
risk assessment process by an independent professional agency as approved by the local 
government or regulator at no extra cost to the Bank.  
 

Annex:  
 

1. Incident Response and Management  
 

1.1. SPs must have a mechanism/resources to take appropriate action in case of any 
cybersecurity incident. They must have written incident response procedures 
including the roles of staff/outsourced staff handling such incidents; Response 
strategies shall consider readiness to meet various incident scenarios based on 
situational awareness and potential/post impact, consistent communication and 
coordination with stakeholders, including specifically the bank, during 
response.  

1.2. SP’s BCP/DR capabilities shall adequately and effectively support the SP’s cyber 
resilience objectives and should be so designed to enable the SP to recover 
rapidly from cyber-attacks/other incidents and safely resume critical operations 
aligned with recovery time objectives while ensuring security of processes and 
data is protected.  

1.3.SPs are responsible for meeting the requirements prescribed for incident 
management and BCP/DR even if their IT infrastructure, systems, applications, 
etc., are managed by third party vendors/service providers. SPs shall have 
necessary arrangements, including a documented procedure for such purpose. 
This shall include, among other things, to inform the bank about any cybersecurity 
incident occurring in respect of the bank on timely basis to early mitigate the risk 
as well as to meet extant regulatory requirements.  

 

2. IT Risk Management  
 

 

2.1. The SP shall carry out Information security / cyber security risk assessment and 
apply risk treatment measures on regular intervals.  

2.2. The SP shall put in appropriate cyber security measures in place and comply with 
the legal and regulatory guidelines and directives.  

2.3. The SP shall be subjected to the annual IT audit / Technology risk assessment 
process by an independent professional agency as approved by the local 
government or regulator.  

 
 
 

*********************** 


